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Figure 1. Magic Quadrant for Network Firewalls
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THE FORRESTER WAVE™

Zero Trust eXtended (ZTX) Ecosystem Providers
Q4 2018

Forrester’s Zero Trust eXtended (ZTX) svong
Wave rating helps you move toward Challengers Contenders Performers Leaders

Stronger

pragmatic implementations of Zero Trust

offering

A

We received the highest score in the
strategy category el

© Centrify
Trend Micro (-)

Mg Giseo()(-) oida
In our view, our position validates the orn O ) e
Security Operating Platform as an Forinet ©
integrated platform that customers can
use to implement Zero Trust and prevent
successful cyberattacks

© Cyxtera

Weaker
current
offering
The Forrester Wave ™ is copyrighted by Forrester Research, Inc. Forrester and Forrester Wave ™ are
trademarks of Forrester Research, Inc. The Forrester Wave™ is a graphical representation of Forrester's

Weaker strategy P Stronger strategy

call on a market and is plotted using a detailed spreadsheet with exposed scores, weightings, and Market presence
comments. Forrester does not endorse any vendor, product, or service depicted in the Forrester 00 @ @
Wave™. Information is based on best available resources. Opinions reflect judgment at the time and

are subject to change.
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#2 paloalto

NETWORKS Dashboard ACC onito . Objects Network Device Zffommit 8 (@ Config~ Q Search
Manual v QLED
V=] Logs - ( app eg ms-rdp) and ( dstloc neq'172.16.0.0-172.31.255.255' ) and ( srcloc neq ” .0.0-192.168.255.255' ) and ( srcloc neg '10,0,0,0-255255,255' ) = £33 &3
& Traffic
‘ Receive Time Type FromZone ToZone  Source Source Co Destination ToPort  Application Action Rule Session End Reason
¥ Threat
[@ URL Filtering B 05/19 15:25:35 | end untrust trust 185.156.177.108  Russian Federation 192.168.8.8 80 ms-rdp allow untrust_to_trust = tcp-rst-from-client <
WﬂdF"'e Submissions B 05/19 15:02:49 | end untrust trust 185.156.177.108 | Russian Federation 1927 80 ms-rdp allow untrust_to_trust | tcp-rst-from-client
=] Data Filtering = 2 :
= E 05/19 14:40:27 end untrust trust 185.156.177.108  Russian Federation 192.168.8.8 ms-rd alloy untrust_to_trust = tcp-rst-from-client
B HIP Match B 0:27 t 7 ussia * p 3 _to_| p L
[E8 User-ID B 05/19 14:07:50 | end untrust trust 185.156.177.108 = Russian Federation 192.168.8.8 g0 ms-rdp all untrust_to_trust | tcp-rst-from-client
[%TU"“G' Inspection B 05/19 13:36:39  end untrust trust 185.156.177.108  Russian Federation 192.168.8.8 0 ms-rdp alpw untrust_to_trust = tcp-rst-from-client
Configuration ; PP
B Syste?n B 05/14 15:50:07 | end untrust trust 77.72.82.55 United Kingdom 10.10.5.101 3389 ms-rdp low untrust_to_trust | tcp-rst-from-server
B Alarms [3) 05/14 15:50:07  end untrust trust 1.221.44.138 Korea Republic Of 10.10.5.101 3389 ms-rdp llow untrust_to_trust = tcp-rst-from-server
Authentjcation B 05/14 15:50:03 | end untrust trust 77.72.82.55 United Kingdom 10.10.5.101 3389 ms-rdp allow untrust_to_trust | tcp-rst-from-client
[} Unified
B 05/14 15:50:03  end untrust trust 113.164.225.146  Viet Nam 10.10.5.101 3389 ms-rd allow untrust_to_trust = tcp-rst-from-client
£ Packet Capture ® et : ot : P ° St = :
v @App Scope B 05/14 15:50:02 | end untrust trust 173.45.159.126 United States 10.10.5.101 3389 ms-rdp allow untrust_to_trust = tcp-rst-from-client
B 05/14 15:50:01  end untrust trust China 10.10.5.101 3389 ms-rdp allow untrust_to_trust = tcp-rst-from-client
%4 Change Monitor :
Ba g : B 05/14 15:49:58 | end untrust trust 115.239.254.235 | China 10.10.5.101 3389 ms-rdp allow untrust_to_trust | tcp-rst-from-client
ﬂThreat Monitor
@ Threat Map B 05/14 15:49:55  end untrust trust 77.72.82.55 United Kingdom 10.10.5.101 3389 ms-rdp allow untrust_to_trust = tcp-rst-from-client
Network Monitor B 05/14 15:49:53 | end untrust trust 218.95.174.112 | China 10.10.5.101 3389 ms-rdp allow untrust_to_trust | tcp-rst-from-client
Traffic Ma
‘a : 2 [5) 05/14 15:4%:48  end untrust trust 77.72.82.55 United Kingdom 10.10.5.101 3389 ms-rdp allow untrust_to_trust = tcp-rst-from-client
43/ Session Browser
& potnet B 05/14 15:49:43  end untrust trust 45.249.90.145 Korea Republic Of 10.10,5.101 3389 ms-rdp allow untrust_to_trust = tcp-rst-from-client
v 4% PDF Reports B 05/14 15:49:43  end untrust trust 49.248.41.198 India 10.10.5.101 3389 ms-rdp allow untrust_to_trust | tcp-rst-from-client
@Manage PDF Summary
8@ User Activity Report > ;
{@Saas Application Usage ™ Resolve hostname ghlight Po 0 aying log WUl 100 | » FOSESEE DESC| w

javascript:void(0)
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Policy Optimizer - X

No App Specified 5240 ‘ . ‘
Unised Apps 0 Name Service Traffic (Bytes, 30 days) = Apps Seen
Rule Usage 4 Allow www port 80 443 service-http 701.3¢ D 376
Unused in 30 Days 5604 service-https
Unused in 90 Days 5602
Unused 5602 13 Catch All any 542.4G (0B 297
816 Other Internet Services port 22 237.8G @ 236
port 25
port 123 tcp
port 143
5519, Partner Portals service-http 113.1G 3 204
service-https
973 Remote Access service-http 572G 1 187
service-https
tcp5500
829 DNS outbound dns-tcp 235G | 117
dns-udp
5585 | SSH outbound DevOps port 22 11.9G6 | 88
{1611 Temp Troubleshooting service-http 57G | 53
service-https
12 Supplier Portals service-http 3.6G | 37

service-https

9 FTP port 21 to partner port 21 20 136 | al)

17 | © 2019 Palo Alto Networks. All Rights Reserved.
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Policy Optimizer Q - X

O e | raan

4 Allow www port 80 443 service-http | 701.3G (D 376
service-https
Unused 5602 T any y (o )

816 | Other Internet Services port 22 237.8G @ 236
port 25
port 123 tcp
port 143

5519, Partner Portals service-http 113.1G 3 204
service-https

973 Remote Access service-http 572G 1 187
service-https
tcp5500

829 DNS outbound dns-tcp 235G | 117
dns-udp

5585 | SSH outbound DevOps port 22 11.9G6 | 88

alil Temp Troubleshooting service-http 57G | 53

service-https

12 Supplier Portals service-http 3.6G | 37
service-https

9 FTP port 21 to partner port 21 20 1.3G al)
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Applications & Us: Allow www pOrt 80 443

No App Sp:

Unused Ap| Apps Seen

Rule Usage
Unused
Unused in 90 D3
Unused

(] web-browsing

(] sharepoint-online

[ ] youtube-streaming
(] boxnet-editing

(] dropbox-uploading
[:] google-docs-uploading
(] netflix-streaming

[ ] zippyshare
(] ms-update

<+ Add to Rule

internet-utility
social-business
photo-video
file-sharing
file-sharing
office-programs

photo-video

file-sharing

software-update

@ Create Cloned Rule

2 Match Usage

6.7G
4.6G
4.3G
21G
2.1G
1.3G
1.3G

934.2M (1
160.8M (1)

19 | © 2019 Palo Alto Networks. All Rights Reserved.
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Applications & Usage - Allow www port 80 443

No App Specified Apps Seen 376

Unused Apps

rievssze. KO —> X
Unused in 30 D§
Unused in 90 D§
Unused

(] boxnet-editing file-sharing 21 [l
[ ] dropbox-uploading file-sharing 216 [
(] zippyshare file-sharing 934.2M [l

(] dropbox-base file-sharing 322M |

(] boxnet-base file-sharing ; 55M |
E] ms-onedrive-base file-sharing 14M |
D gc-storage-download file-sharing 774.0K |
(] dropbox-downloading file-sharing 12.0K |
[:] dropbox-sharing file-sharing 9.9K |

+ Add to Rule @ Create Cloned Rule 2 Match Usage

Cancel

20 | ©2019 Palo Alto Networks. All Rights Reserved.
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Applications & Usage - Allow www port 80 443

No App Specified AppS Seen 2
Unused Apps

Rule Usage Q ﬁle-sharing
Unused in 30 D3
Unused in 90 D3
Unused

boxnet-editing file-sharing
dropbox-uploading file-sharing

216 A
216 A

934.2M [T
4322M 1

226.7M 1
118.4M |
57.1M |
23.3M |
143M |

D Zippyshare file-sharing

dropbox-base file-sharing
boxnet-base file-sharing
(] ms-onedrive-base file-sharing
D gc-storage-download file-sharing
dropbox-downloading file-sharing
dropbox-sharing file-sharing

SR RS

+Add to Rule @ Create Cloned Rule 2 Match Usage

21 | © 2019 Palo Alto Networks. All Rights Reserved.
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Source User

Application

Service

1 Sanctioned 5335 Apps

corp users

hoxnet
concur
confluence
drophox

jira
ms=0fheolds
sl

application default

Secarlty Profll  Actio

Allaw

Policies

No App Specified 5240
Unused Apps 0
Rule Usage
Unused in 30 Days 5604
Unused in 90 Days 5602
Unused 5602

Policy Optimizer

|
2 Traffic (Bytes, 30 days)

Name

Allow www port 80 443

Service

service-http
service-https

Hit Count

22 | ©2019 Palo Alto Networks. All Rights Reserved.
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-

1 Sanctioned SaaS Apps corp-users boxnet application-default Allow
concur
confluence
dropbox
jira
ms-office365
slack

2 Tolerated SaaS Apps cOrp-users docusign application-default Allow
contractors cvernote
google-base
google-cloud-storage
google-docs

3 Approved Social Media marketing facebook application-default Allow
glassdoor
linkedin
twitter
4 Approved Web Email corp-users gmail application-default Allow
icloud
yahoo-mail
5 Software Updates corp-users apple-update application-default Allow
marketing google-update
contractors java-update
ms-update
paloalto-updates
6 Cther Web Traffic corp-users ssl application-default Allow
URL Filtering contractors web-browsing

23 | © 2019 Palo Alto Networks. All Rights Reserved.



RENEHRR AR EHEAE A

1. {EHExpedition E#& T RFHRAEER FWER 2. FAKKRELEMBEREIANERELR
BIEMBINGFW 2

AEEA &EEE o
O0 vewwywywyw

Legacy Firewall v

Expedition Palo Alto Networks A —1T
Migration Tool Next-Generation oo o o e e e e e 000 o

Firewall

Policy
Optimizer

Best Practice
Assessment



SHEER R ER AR ERE (B hXR? & LRTE?)

- BIERE

[T E 18
— NEEE

1 |
99% LI_E BB Bg 7] 35 8 PR 1% BERABRSEE,
N {:ome-E i3] REEMETERSH

lo Alto Networks. fREFi# #7l,



W >>>>> i = RERH

o Networks, Inc. All Rights Reserved.



ESTRRAMRE . S b 2 o Y {2 38 52 (]

Cortex™ XDR

(OO ©)

@ o@o

RS SENRBRERTA | ZESHEEREHEERRELUMN & SBHRTEIREES LIEIEE
TR B BRI B EE ; R : BRIy

lo Alto Networks. {& & i 5 #F.



EPIDE - iR EEEEE

Light s Dark Data s up to date

Assigned Incidents = Aged » Open Open Incidents = Aged mOpen [1__D|@

l 1 9 Unassigned  EREJFEE)

OPEN INCIDENTS

——

55.5% 44.5% 0%
66 INCIDENTS 53 INCIDENTS 0 INCIDENTS
[ High | Low

Top Hosts i Top Incidents
HOST NAME INCIDENTS BREAKDOWN SEVERITY DESCRIPTION ALERTS BREAKDOWN
185.94.111.1 30[+22°8] | High | 'HTTP Unauthorized Brute Force Attack’ along with 595 other alerts generated by PAN NGFW detected on 15 hosts 596 [*596 ]
77.247.110.216 30[*22+8] | High | 'MAIL: User Login Brute Force Attempt' along with 843 other alerts generated by PAN NGFW detected on 124 hosts 844 [1498 346 |
146.38.240.4 30[*22°8] | High | 'SMB: User Password Brute Force Attempt' along with 480 other alerts generated by PAN NGFW detected on 22 hosts 481 [*424 157 ]
77.247.110.186 30[*2278] | High | 'SMB: User Password Brute Force Attempt' along with 352 other alerts generated by PAN NGFW detected on 7 hosts 353 [*353 ]
185.25.204.80 29[21+8] [ High | 'HTTP Unauthorized Brute Force Attack' along with 337 other alerts generated by PAN NGFW detected on 10 hosts 338 [+338 ]
195.154.63.224 29[%21+8] | High | 'SMB: User Password Brute Force Attempt' along with 325 other alerts generated by PAN NGFW detected on 8 hosts 326 [*326 ]
77.247.108.130 29[*21°8] | High | 'SMB: User Password Brute Force Attempt' along with 291 other alerts generated by PAN NGFW detected on 13 hosts 292 [v292]
77.247.110.105 29[*21+8] | High | "Windows Executable (EXE)' along with 552 other alerts generated by PAN NGFW detected on 100 hosts 553 [287 266 |
51911845 29[*21°8] | High | 'SMB: User Password Brute Force Attempt' along with 260 other alerts generated by PAN NGFW detected on 2 hosts 261 [*261]
77.247.110.178 29 [*21+8] | High | ‘Microsoft MSOFFICE' along with 436 other alerts generated by PAN NGFW detected on 88 hosts 437 [v223+214 ]
£6.240.205.34 17[*17] | High | 'HP Intelligent Management Center TFTP Server MODE Remote Code Execution Vulnerability' along with 204 otheraler... 205 [*205 ]
216.218.206.79 20[*1674] | High | 'SMB: User Password Brute Force Attempt' along with 202 other alerts generated by PAN NGFW detected on host 192.1... 203 [*203 ]
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l Home > Tactics > Enterprise > Lateral Movement

S Lateral Movement

All The adversary is trying to move through your environment.
ID: TADDO8
Initial Access Lateral Movement consists of techniques that adversaries use to enter and control remote systems on a network. Following
Execution through on their primary objective often requires exploring the network to find their target and subsequently gaining access
Persistence to it. Reaching their objective often involves pivoting through multiple systems and accounts to gain. Adversaries might
o 5 install their own remote access tools to accomplish Lateral Movement or use legitimate credentials with native network and
Privilege Escalation
operating system tools, which may be stealthier.
Defense Evasion
Credential Access .
, Techniques
Discovery
Techniques: 17
Lateral Movement |
. D Name Description
Collection
Command and Control T1155  AppleScript macOS and 0S X applications send AppleEvent messages to each other for interprocess communications (IPC). These messages can be easily scripted with AppleScript for local or
remote IPC. Osascript executes AppleScript and any other Open Scripting Architecture (OSA) language scripts. A list of OSA languages installed on a system can be found by using
Exfiltration the osalang program.
Impact
T1017 = Application Adversaries may deploy malicious software to systems within a network using application deployment systems employed by enterprise administrators. The permissions required for
Deployment  this action vary by system configuration; local credentials may be sufficient with direct access to the deployment server, or specific domain credentials may be required. However, the
Software system may require an administrative account to log in or to perform software deployment.
T1175 Distributed Windows Distributed Component Object Model (DCOM) is transparent middleware that extends the functionality of Component Object Model (COM) beyond a local computer using
Component remote procedure call (RPC) technology. COM is a component of the Windows application programming interface (API) that enables interaction between software objects. Through
Object COM, a client object can call methods of server objects, which are typically Dynamic Link Libraries (DLL) or executables (EXE).
Model
T1210 = Exploitation Exploitation of a software vulnerability occurs when an adversary takes advantage of a programming error in a program, service, or within the operating system software or kernel
[* £ D, , ity 1f +, A llad A, A 1 £ . i Lo i f Xy i ic £, lat, 1 + +, hl, 4, ramnta cvotarm
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TIME 1 " ADMINISTRATIVE OPERATION DESTINATION HOSTNAME * DESTINATION IP ACCESSED RESOURCE * SESSIONS
Sep2nd201917:25:15  Remote administrative operations (TFTP} 1921 1M 1
Sen2nd 201917:25:15  Remote administrative ooerations (TFTP) Cr 192 | 43 1
Se02nd201917:25:17  Remote deskton access (VNC) 1921 pH4 1
Se02nd201917:25:17  Remote administrative ooerations (TFTP) 1921 Q222 1
Seo2nd201917:25:17  Remote administrative ooerations (Telnet! 192 220 1
Se02nd201917:25:18  Remote deskton access (VNC) 1921 63 1
Se02nd201917:25:19  Remote administrative operations (TFTP) 1921 23t 1
Se02nd201917:25:20  Remote deskton access (VNC) 1921 139 1
Sen2nd201917:25:21  Remote administrative operations (TFTP) 1921 225 1
Se02nd201917:2521  Remote administrative oberations (Telnet) 1921 231 3
Seo2nd201917:25:23  Remote administrative ooerations (TFTP) 192 6 1
Sen2nd201917:2523  Remote administrative operations (TFTP) 1920 §4 1
Sen 7nd 201917-75:23 Remnte administrative aneratinns (TFTP) 197 290 1




MERMEEERE - 2

MITRE | ATT8CK Matrices ~ Tactics ¥  Techniqgues ¥  Mitigations ¥  Groups  Software  Resources ¥  BlogZ'  Contribute
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ENTERPRISE ¥

I Discovery

All The adversary is trying to figure out your environment.
ID: TADDO7
Initial Access Discovery consists of techniques an adversary may use to gain knowledge about the system and internal network. These
Execution techniques help adversaries observe the environment and orient themselves before deciding how to act. They also allow
Persistence adversaries to explore what they can control and what's around their entry point in order to discover how it could benefit their
o ) current objective. Native operating system tools are often used toward this post-compromise information-gathering
Privilege Escalation
objective.
Defense Evasion
Credential Access .
, Techniques
Discovery |
Techniques: 22
Lateral Movement
. ID Name Description

Collection
Command and Control T1087 = Account Discovery Adversaries may attempt to get a listing of local system or domain accounts.
Exfiltration

T1010 = Application Window Adversaries may attempt to get a listing of open application windows. Window listings could convey information about how the system is used or give context to
Impact Discovery information collected by a keylogger.

T1217  Browser Bookmark Adversaries may enumerate browser bookmarks to learn more about compromised hosts. Browser bookmarks may reveal personal information about users (ex: banking

Discovery sites, interests, social media, etc.) as well as details about internal network resources such as servers, tools/dashboards, or other related infrastructure.
T1482  Domain Trust Adversaries may attempt to gather information on domain trust relationships that may be used to identify Lateral Movement opportunities in Windows multi-domain/forest
Discovery environments. Domain trusts provide a mechanism for a domain to allow access to resources based on the authentication procedures of ancther domain. Domain trusts

allow the users of the trusted domain to access resources in the trusting domain. The information discovered may help the adversary conduct SID-History Injection, Pass
the Ticket, and Kerberoasting. Domain trusts can be enumerated using the DSEnumerateDomainTrusts() Win32 API call, .NET methods, and LDAP. The Windows utility
Nltest is known to be used by adversaries to enumerate domain trusts.




OUTGOING TRAFFIC

LATEST CON...

Sep3rd 2019 14:59:38

Sep 3rd 2019 15:04:35

Sep3rd 2019 15:06:36

Sep3rd 2019 15:08:55

Sep3rd 2019 15:15:06

Sep 3rd 2019 15:18:49

Sep3rd 2019 15:19:33

Sep3rd 2019 15:23:01

Sep3rd 2019 15:23:45

Sep 3rd 2019 15:25:54

Sep3rd 2019 15:27:16

Sep3rd 2019 15:29:23

MERMEEERE - 2

NETWORK
PREVALENCE
3 Results

PROCESS PATH

C:\Windows\System32\svchost.exe
C:\Windows\System32\svchost.exe
C:\Windows\System32\svchost.exe
C:\Windows\System32\svchost.exe
C:\Windows\System32\svchost.exe
C:\Windows\System32\svchost.exe
C:\Windows\System32\svchost.exe
C:\Windows\System32\svchost.exe
C:\Windows\System32\svchost.exe
C:\Windows\System32\svchost.exe
C:\Windows\System32\svchost.exe

C:\Windows\System32\svchost.exe

PROCESS CREATE...

NT Authority\Local Service

NT Authority\Network Service

NT Authority\Local Service

NT Authority\Local Service

NT Authority\Local Service

NT Authority\Local Service

NT Authority\Local Service

NT Authority\Local Service

NT Authority\Network Service

NT Authority\Local Service

NT Authority\Local Service

NT Authority\Local Service

SOURCE IP

192 103
192 103
192 103
192 103
192 103
192 103
192 103
192 103
192 103
192 103
192 103
192 103

DESTINATION IP

192

192

192

192

192

192

192

192

192

192

192

192

119

161

185

101

101

101

119

101

125

185

177

131

DESTINATION PORT

35060

65204

64720

60038

33994

39557

59870

50605

52155

62060

39548

53054

@ Filter v

APP-ID

udp

udp

udp

udp

udp

udp

udp

udp

udp

udp

udp

udp



/—

fTAEIH - EEIR ESHERSE

l || 192' l211 | putty.exe, telnet.exe

1 remote administrative operation
4 {telnet) @

192.168.1.254

1 remots administrative operation
@ {ssh)

—©&
@

192.168.30.1
— ©)
=3
(=) <
puttyEee

1 remote administrative operation

{raines =——N @

192168210231

N 1 remote sdministrative oparstion (=
—p
{telnet)

192.168218.243

\ 1 remote admiristrative operation

iteinet) — @
Alert Description
The device ______—Jrformed 5 new administrative operations on 5 hosts

New behavior: Remote administrative operations (SSH), Remote administrative operations (Telnet)
The device f___—————s first seen on Aug 10th 2019 08:00:00
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Module

PROFILE TYPE

Q Malware

SOURCE FILE
WinRAR.exe

ACTION
Scanned

SEVERITY

H—5 user Bwinrar.exe B ¥ E A Malware

MODULE
WildFire

VERDICT
Malware

INCIDENT DESCRIPTION
4 'Local Analysis Malware' alerts detected by Traps on host ADN99-Beru involving user MPI_TW\beru.wen
7 'Local Analysis Malware' alerts detected by Traps on host ADN99-Beru involving user MPI_TW\beruwen
13 'WildFire Malware' alerts detected by Traps on host pcp17-nonielin

7 'WildFire Malware' alerts detected by Traps on host pcp17-nonielin

7 'WildFire Malware' alerts detected by Traps on host pcp17-nonielin

‘WildFire Malware' along with 39 other alerts generated by Traps detected on 4 hosts involving 2 users

'WildFire Malware' along with 16 other alerts generated by Traps detected on 2 hosts
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Securing Your Transformed Enterprise

Hybrid data center SECURE. ' / ‘SECURE

THE ENTERPRISE g THE CLOUD Secure access

Internet Perimeter

SaasS
Branch & mobile
Public cloud
5G & loT
Endpoint
SECURE
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Detection & Automation & Network traffic & Threat

response orchestration behavioral analytics intelligence
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