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Access this computer from the network
Adjust memory quotas for a process
Back up files and directories

Bypass traverse checking

Change the system time

Create a page file

Debug programs

Enable computer and user accounts to be

trusted for delegation

Force a shutdown from a remote system
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Increase scheduling priority

Load and unload device drivers

Allow log on locally

Manage auditing and security log
Modify firmware environment values
Profile single process

Profile system performance

Remove computer from docking station
Restore files and directories

Shut down the system

Take ownership of files or other objects
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Active Directory Administrative Tier Model
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Privileged Access Workstations
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Tier 0 Tier 1 Tier 2 Standard

Administrative personnel standards
Administrative security briefing and accountability

Provisioning and de-provisioning processes for administrative accounts

Dynamically assign privileges

Separate administrative accounts

Administrator logon practices

No browsing the public internet with admin accounts or from admin workstations

No accessing email with admin accounts or from admin workstations

Store service and application account passwords in a secure location.

Enforce smartcard multi-factor authentication for all admin accounts

Enforce multi-factor authentication for all cloud admin accounts

Correctly follow established processes for all emergency access accounts . Mandatory

Restrict and monitor usage of emergency access accounts ; Strongly Recommended

Temporarily assign Enterprise Admin and Schema Admin membership O Récommanded

https://docs.microsoft.com/en-US/windows-server/identity /securing-privileged-access/securing-privileged-access-reference-material
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