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https://secview.io/posts/9-ci-cd/
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wing is the list of controls to test during the assessment:

Category Test Name

Information Gathering

OTG-INFO-001 Conduct Search Engine Discovery and Reconnaissance for Information

OTG-INFO-002 Fingerprint Web Server

OTG-INFO-003 Review Webserver Metafiles for Information Leakage

OTG-INFO-004 Enumerate Applications on Webserver

OTG-INFO-005 Review Webpage Comments and Metadata for Information Leakage
OWAS P OTG-INFO-006 ldentify application entry points

OTG-INFO-007 Map execution paths through application

. . OTG-INFO-008 Fingerprint Web Application Framework
OTG-INFO-009 Fingerprint Web Application
Te St I n g G u I d e V4 OTG-INFO-010 Map Application Architecture
Configuration and Deploy Management Testing

https://www.owasp.org/index.php/

OTG-CONFIG-001 Test Network/Infrastructure Configuration

OWASP Testing Guide v4 Table of Contents OTG-CONFIG-002

Test Application Platform Configuration
OTG-CONFIG-003  Test File Extensions Handling for Sensitive Information
OTG-CONFIG-004  Backup and Unreferenced Files for Sensitive Information
OTG-CONFIG-005 Enumerate Infrastructure and Application Admin Interfaces
OTG-CONFIG-006  Test HTTP Methods

OTG-CONFIG-007  Test HTTP Strict Transport Security

OTG-CONFIG-008 Test RIA cross domain policy

Identity Management Testing
OTG-IDENT-001 Test Role Definitions
OTG-IDENT-002 Test User Registration Process
OTG-IDENT-003 Test Account Provisioning Process
OTG-IDENT-004 Testing for Account Enumeration and Guessable User Account
OTG-IDENT-005 Testing for Weak or unenforced username policy



https://www.owasp.org/index.php/OWASP_Testing_Guide_v4_Table_of_Contents
https://www.owasp.org/index.php/OWASP_Testing_Guide_v4_Table_of_Contents

OWASP Testing Guide V4

Information Gathering
Configuration and Deploy Management Testing
|dentity Management Testing

Authentication Testing T%' CP 15%“%&1%5‘5 (1ECEJZZ|§ A %—Ei_zi'ﬁ)

Authorization Testing

S

Session Management Testing H%,\UEEHT:E@%E"] *ﬁ,.i;f“J:

Input Validation Testing
Error Handling
Cryptography
Business Logic Testing

Client Side Testing
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e [E[EZE(YE (Risk Assessment)

=S8R (Security Testing)
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Tools

e Sensitive information: https://qgithub.com/dxa4481/truffleHog

» Static Application Security Testing (SAST): https://qgithub.com/PyCQA/bandit

« Software Composition Analysis (SCA): https://snyk.io/



https://github.com/dxa4481/truffleHog
https://github.com/PyCQA/bandit
https://snyk.io/
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AWS Access Key ID & Secret  Facebook Access Token

Slack APl Token & Webhook * Google Oauth Service Account

Github Client Secret o Twitter APl Secret

Heroku API key  Paypal client id and secret key



Over 100,000 code repositories on source code management site GitHub contain secret access keys
that can give attackers privileged access to those repositories (repos) or to online service providers'
services.

Researchers at North Carolina State University (NCSU) scanned almost 13% of GitHub's public
repositories over nearly six months. In a paper revealing the findings, they said:

We find that not only is secret leakage pervasive — affecting over 100,000 repositories —

but that thousands of new, unique secrets are leaked every day.

The credentials that developers routinely publish on their GitHub repos fall into several categories.
These include SSH keys, which are digital certificates that automatically unlock online resources.

Another is application programming interface (API) keys (also known as tokens). These are digital

keys that enable developers to access online services ranging from Twitter to Google Search directly

Thousands of keys leaking on GitHub every day

https://nakedsecurity.sophos.com/2019/03/25/thousands-of-coders-are-leaving-their-crown-jewels-exposed-on-github/



https://nakedsecurity.sophos.com/2019/03/25/thousands-of-coders-are-leaving-their-crown-jewels-exposed-on-github/

$ trufflehog \

--max_depth 3 \

--entropy=False \

--regex \

--include_paths ./inc.txt \

--exclude_paths ./exc.txt \
https://github.com/DefectDojo/django-DefectDojo.qgit

Reason: Password 1n URL

Date: 2019-11-09 20:26:12

Hash: 08946726bf6f4fcde07al18044644a62f7ec94e36
Filepath: docker-compose.yml

Branch: origin/master

Commit: Merge pull request #1642 from Maffooch/mast

[Master] Modify installation README's
mysql://defectdojo:defectdojoamysql:3306/defectdojc

ING ING NG ING ING NG NG ING NG ING NG NG NG TN TN TN N N N o N

INGS ING NG ING ING NG ING IS NG NG NG NG NG N N N N N N o N

Reason: Generic API Key

Date: 2019-11-09 20:26:12

Hash: 08946726bf6f4fcde07al18044644a62f7ec94e36
Filepath: docker/sample _data/initial _dojo _data.jsor
Branch: origin/master

Commit: Merge pull request #1642 from Maffooch/mast

[Master] Modify installation README'Ss

apikey", "app_label": "tastypie"}, "model": "conter
0}, {"fields": {"model": "contact", "app_label": "c
es.contenttype", "pk": 12}, {"fields": {"model": "¢
dojo"}, "model": "contenttypes.contenttype", "pk":
duct", "app_label": "dojo"}, "model": "contenttypes
"fields": {"model": "scan", "app_label": "dojo"}, "
", "pk": 19}, {"fields": {"model": "engagement type

el": "contenttypes.contenttype", "pk": 21}, {"fielc
": "dojo"}, "model": "contenttypes.contenttype", "¢
elopment _environment", "app_label": "dojo"}, "model

7A 1 I"fFialde" e {"madal ™. "ya" "ann Tahal"ee "An-A
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Static Application Security Testing (SAST)

e Security linter ~ BE&1{EB #8851
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3 import logging

>> Issue: [B320:blacklist] Using 1xml.etree.parse
Severity: Medium Confidence: High
Location: ./tests/validate _acunetix _scan_xml.|
More Info: https://bandit.readthedocs.i10/en/1:

14 try:
15 tree = etree.parse(filename)
16 return tree.getroot()
) Code scanned:
$band|t -r. Total lines of code: 34258

$ bandit -lll -ii --exclude ./tests -r. Total lines skipped (#nosec): 0

Run metrics:
Total issues (by severity):
Undefined: 0.0
Low: 38.0
Medium: 138.0
High: 4.0
Total issues (by confidence):
Undefined: 0.0
Low: 0.0
Medium: 5.0
High: 175.0
Files skipped (0):



B3xx Reference

B301 pickle
marshal

mdd

ciphers
cipher_modes
mktemp_g
eval
mark_safe
httpsconnection
urllib_urlopen
random
telnetlib

B302
B303
B304
B305
B306
B307
B308
B309
B310
B3
B3
B3
B3
B3
B3
B3
B3
B3
B320
B321
B322
B323
B324
B325

©OOoO~NOOOLPA~,WDND =

Xm
Xm
Xm
Xm
Xm
Xm
Xm
Xm

_bad_cElementTree
_bad_ElementTree
_bad_expatreader
_bad_expatbuilder
_bad_sax
_bad_minidom
_bad_pulldom
_bad_etree

ftplib
iInput
unverified context

hashlib _new Iinsecure functions

tempnam

B601
B602
B603
=1610Z
B605
=1610[6
B607
B608
B609
B610
B611
B701
B702
B703

=408
B506
B507

B6xXx, B7xx Reference

paramiko_calls
subprocess_popen_with_shell_equals_true
subprocess_without_shell_equals_true
any_other_function_with_shell_equals_true
start_process_with_a_shell
start_process_with_no_shell
start_process_with_partial_path
hardcoded_sql_expressions
linux_commands_wildcard_injection
django_extra_used

django_rawsql_used
jinja2_autoescape_false
use_of_mako_templates
django_mark_safe

Other Issues

flask_debug_true
yaml_load
ssh_no_host_key_verification


https://bandit.readthedocs.io/en/latest/blacklists/blacklist_calls.html
https://bandit.readthedocs.io/en/latest/plugins/index.html

Static Application Security Testing (SAST)
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Software Composition Analysis (SCA)
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The npm Blog

Blog about npm things.

Reported malicious module: getcookies

Early May 2nd, the npm security team received and responded to reports of a package that
masqueraded as a cookie parsing library but contained a malicious backdoor. The result of the
iInvestigation concluded with three packages and three versions of a fourth package being unpublished
from the npm Reqistry.

No packages published to the npm Registry used the malicious modules in a way that would have
allowed the backdoor to be triggered. Applications not published to the registry that directly required the
malicious modules might have been vulnerable, but are out of the scope of our analysis.

Initial report

Initial information from the community reported that the package getcookies contained a potential
backdoor, that express-cookies and http-fetch-cookies depended upon getcookies, and that a

popular package, mailparser, depended upon http-fetch-cookies.

Triage

Upon receiving the report, npm’s security team started triage. The goal of triage was determining
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Vulnerable —. Yearly module
Boilerplate ot Indirect vulnerability vulr::ar:atc)l’lty PSR Fixable?

Angular ReDoS A low 94,559,055

Angular iserage ReDoS % high 70,181,373
React odash Prototype Pollution £ high 1,005,518.,049
React mdn-data MPL-2.0 License issue % high 89,291,454
React mixin-deep Prototype Pollution % high 328,052,052

React set-value Prototype Pollution % high 629,781,760

Snyk FEH & JavaScript IEZR L E 4T 0 AVEPIERREBFE XSS Fi

https://www.ithome.com.tw/news/134029



https://www.ithome.com.tw/news/134029

GitLab

& Connected to GitLab

Add your GitLab projects to Snyk

Account credentials

If you need to update your account credentials, enter them below.

Personal access token

Only fail for high severity issues
Only fail when the issues found have a fix available

See our documentation for additional information about our Gitlab integration.

Default Snyk test for merge requests

Snyk test checks projects imported through your GitLab integration for security and lice
Request is opened.

@ Enabled
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Configuration

Infrastructure as Code
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i)

5o o B 1A

Nginx configuration: https://qgithub.com/yandex/qgixy

EinIRiE - Kubernetes :X EiEta &

S#){t&# (Automated Compliance)


https://github.com/yandex/gixy

Contents of .gitlab-ci.yml

1~ Istages : Security-test External

- linter

- security-test @ SAST @ security/snyk - c...
- deploy

@ sensitive-check @ security/snyk - p...

image: python:3.7.5-alpine3.9

8 + linter: @ security/snyk - r...
9 stage: linter

10~ script:

11 - "/bin/sh ci/linter.sh"
12

13 » sensitive-check:

14 stage: security-test

15~ script:

16 - "/bin/sh ci/sensitive-check.sh" S okl =Sy
17

18 ~ SAST: No results

19 stage: security-test No vulns are matching currently set filters.

20~ script:

21 - "/bin/sh ci/sast.sh"

22

23 ~ deploy:

24 stage: deploy

25~ script:

Result SUCCESS Issues 0
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Security is EVERYONE's job

— AWS CTO Werner Vogels
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