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 So many acronyms there in CSIRT. What organization you want to have in
your company

* CIRT, CSIRC, CIRC, CERT, IHT, IRC, IRT, SERT, SIRT ...
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fit” to the role your company plays



xR (Kafo)

e So many acronyms there in CSIRT. What organization you want to have in
your company

' East Asia and the Pacific

Top ten risks in East Asia and the Pacific

e |Nn fe ler to

fit”

1. Natural catastrophes

2. Cyberattacks ’ "

3. C '
. B

4. Fiscal crises ‘

5. Extreme weather events | ,



xR (Kaf)

. So many : BETHNEEMBREERLEER | EIX
Vo llgeeny: Symantecinhd BHAEEREXNortonfhE
A

EFIH5T (Symantec) BE (4) BE% > @EATMITEETHRBEF#ETE

o In fact, it EEEEIEEEAE (nf- ERul ARG E VNS ER T e BB in order to

iR oRial=] LifeLockInc.” » 37BIERL - #EPAR (REIRE11ASH) Fia @ HE @RI
TSRS TNLOK) REBEITRS o

nt to have In

* CIRT,

R > BEFIEZNDAREHEERZRZEm ° BEE D FhERFLifeLock K551R
(Norton) BrsEEs @ BB —AH BB HIIEH

RRHRABHRR AR  ERMSRACEERNEIRBRSRHIHE
SBEIE 7 DAUSIER R 2P LRI > LLEE CEGI BRI AIRGE

(53]
B >

fi -

FERRAPIE

10



xR (Kafo)

 So many acronyms there in CSIRT. What organization you want to have in
your company

* CIRT, CSIRC, CIRC, CERT, IHT, IRC, IRT, SERT, SIRT ...

e In fact, it’'s not “what you want”, it should be “what are needed in order to
fit” to the role your company plays

* Generally speaking, CSIRT, CIRT and CERT are relatively well-known
among them
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xR (Kafo)

So many acronyms there in CSIRT. What organization you want to have in
your company

* CIRT, CSIRC, CIRC, CERT, IHT, IRC, IRT, SERT, SIRT ...

In fact, it’s not “what you want”, it should be “what are needed in order to
fit” to the role your company plays

Generally speaking, CSIRT, CIRT and CERT are relatively well-known
among them

There’s another one called “PSIRT”, responsible for product security

12



* Besides, there is also another term, SOC, that you might hear of
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* Besides, there is also another term, SOC, that you might hear of

 Which handles all things related to Information Security apart from IR
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* Besides, there is also another term, SOC, that you might hear of

 Which handles all things related to Information Security apart from IR
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We have a security team

and then ...?



Critical Function

Help enact security policies
Set up security monitoring tools to receive raw security-relevant data
Leverage logs to find suspicious or malicious activities by

* Analyze alerts / warnings

* |nvestigate IOCs, e.qg., file hashes, certain patterns, etc

* Review and Rectify detection / correlation rules

Share findings and experiences with threat intelligence community

17
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COMPUTER SECURITY INCIDENT HANDLING




NIST Cybersecurity Framework
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NIST Cybersecurity Framework

o "

Incident =
Response




NIST Cybersecurity Framework
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Asset Management

We do our “best” to identity all stuff and categorize them as
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We do our “best” to identity all stuff and categorize them as

1. System: What systems do we have
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Asset Management

We do our “best” to identity all stuff and categorize them as

1. System: What systems do we have

2. Personnel: How many employees in total
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Asset Management

We do our “best” to identity all stuff and categorize them as

1. System: What systems do we have
2. Personnel: How many employees in total
3. Device: How many devices do we own

4. Data: What data do we have
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Asset Management

We do our “best” to identity all stuff and categorize them as

1. System: What systems do we have

2. Personnel: How many employees in total
3. Device: How many devices do we own
4. Data: What data do we have

5. Capability: What capabillities do we have

28
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Log

We know logs are important, so we collect logs from
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We know logs are important, so we collect logs from

1. So many security devices that we’ve installed, e.g., firewalls, IPSs, etc
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Log

We know logs are important, so we collect logs from

1. So many security devices that we’ve installed, e.g., firewalls, IPSs, etc
2. Host-based information, e.g., Windows EVT, AntiVirus, EDR, etc
3. Web servers’ logs

4. Printers / Collaboration tools
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Log

We know logs are important, so we collect logs from

1. So many security devices that we’ve installed, e.g., firewalls, IPSs, etc
2. Host-based information, e.g., Windows EVT, AntiVirus, EDR, etc

3. Web servers’ logs

4. Printers / Collaboration tools

5. Others

35
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SIEM

 Combine the functions of security information management (SIM) and
security event management (SEM)

A SIEM system has many capabilities and features. In many cases, these
features add as much value to startups or SMBs as they do for big
companies

 Log management
* Event correlation

e Threat detection
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BHINZ689 SIEM / SOC /)\4H

 \We have various and robust logs from different sources, though

 SIEM / SOC teams can be with security alerts on a regular
basis
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 \We have various and robust logs from different sources, though

 SIEM / SOC teams can be with security alerts on a regular
basis
 The volume of alerts generated is so , that available security

admins are
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 \We have various and robust logs from different sources, though

 SIEM / SOC teams can be with security alerts on a regular
basis
 The volume of alerts generated is so , that available security
admins are

e This results all too often in situations where many alerts can't be
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 \We have various and robust logs from different sources, though

 SIEM / SOC teams can be with security alerts on a regular
basis
 The volume of alerts generated is so , that available security
admins are

e This results all too often in situations where many alerts can't be

e |eaving the organization vulnerable to attacks that go
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 When a security incident happened ...
 The manager rushed into the War Room and yelled

* “How did this happen? Were there something being stolen?”
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 When a security incident happened ...
 The manager rushed into the War Room and yelled
 “How did this happen”? Were there something being stolen?”

* "We've deployed all kinds of security devices to every corner. Why
did it still happen?”

48
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 When a security incident happened ...
 The manager rushed into the War Room and yelled
 “How did this happen”? Were there something being stolen?”

* "We've deployed all kinds of security devices to every corner. Why
did it still happen?”

 People in the War Room are have no idea about the culprit, so every one

just try to stop the threat immediately by pulling off the cable and killing
those bad things

50
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 When a security incC

 The manager rushe

* “How did this ing stolen?”

. “We've deploy alevery corner. Why
did it still happ

* People in the War
just try to stop the t
those bad things

tverything is fine
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SOC R E

« What makes the SOC ineffective? (ABJEIRE)

Lack of visibility into network traffic |
Lack of timely remediation |

Too complex

*
Lack of skilled personnel - IS 54%

Yields too many false positives [ 49%
|

N 3%

0% 10% 20% 30% 40% 50% 60%
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SOC R E

» Why operating a successful SOC is that hard? (KIZI1EAYERE)

’

Lack of visibility into the IT security infrastructure 65%

Outsourcing is inconsistent with the
organization’s culture

Turf or silo issues between the organization’s IT
security operations and SOC

Compliance with privacy and data protection
requirements

Lack of leadership

Compliance with internal policies and contractual
requirements

Lack of executive-level support

Insufficient proof points or measures of success

Other ™ 3%

0% 10% 20% 30% 40% 50% 60% 70%
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SOC T1El@TH

» What makes working in the SOC painful? (4J8JEIRE)

Increasing workload causes burnout

Lack of visibility into the network and IT
infrastructure

Being on call 24/7/365
Too many alerts to chase
Inability to recruit and retain expert personnel TS 68%
Information overload N 62%
Inability to prioritize threats S 60%
Inability to capture actionable intelligence NN 55%
Lack of resources N 53%

Losing to adversaries N 51%

Complexity and chaos in the SOC S 49%

Other B 2%

0% 10% 20% 30% 40% 50% 60% 70% 80%

50



e WOIPKEEWTF " HNELZEm

‘Il]]»

56



ELAA S mEE A0



—_— Xr/
N
SOC RS E
 Why operating a successful SOC is that
hard?

Lack of visibility into the IT security infrastructure

e Lack of visibility into the IT security Outsorcing is nconsistent withthe

organization’s culture

i n fraSt ru Ct u re Turf or silo issues between the organization’s IT 7

security operations and SOC

Compliance with privacy and data protection
requirements

e Qutsourcing is inconsistent with Lack ofeadershi
'th e O rg an iz at i O n ,S C u I'tu re Compliance with internal policies an;je gﬁir:terrancgtrjlflsl

Lack of executive-level support [N 219,
o Tu rf O I Si I O iSS U eS betwee N th e Insufficient proof points or measures of success [N 15%

organization’s |IT security oo B o
operations and SOC 0% 10% 20% 30% 40% 50% 0% 70%
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 Why operating a successful SOC is that %
hard? E Simplify Security with SAFE

This overview of SAFE will show you how to map
security capabilities to threats. (PDF - 6 MB)

Read Overview

 Design and discuss with IT
department and get involved

* Think twice before deploying :

Overview = Architecture Guides @ Design Guides @ Related Resources | ToolKits

o Make a balance between IT & Cisco Design Zone for Security

. Cisco Compliance Solutions with Cisco Validated Designs
SeC u rlty Cisco Security Ransomware Solution
Cisco Security IOT Threat Defense Solution
Cisco Security Secure Data Center Solution
Cisco ACI Multi-Site Architecture White Paper

Cisco ACI Policy-Based Redirect Service Graph Design White Paper

Cisco FMC Remediation Module for ACI, Version 1.0.1 Quick Start Guide (PDF

59



SOC R SIAE

Know the business flows to simplify the identification of threats

Clerk .. ; : : Payment Application
Secure applications for PCI: Clerk processing credit card transaction

D Client-Based  Identity Posture Firewall Intrusion Flow Threat Anti- TrustSec AVC Web Host-Based
Security Assessment Prevention  Analytics  Inteligence =~ Malware Application Security
Firewall
Employee Website

Secure web access for employees: Employee researching product information

Anti- TrustSec
Malware Security

Client-Based Identity Posture Firewall Intrusion Flow Threat
Security Assessment Preventon  Analytics  Inteligence

Expert L . : _ Colleague
Secure communications for collaboration: Subject matter expert consultation

Anti- TrustSec Posture Identity  Client-Based
Assessment Security

Client-Based |dentity Posture Firewall Intrusion Flow Threat
Security Assessment Prevention Analytics  Intelligence Malware

Thermostat . : : Remote Technician
Secure remote access for third party: Connected device with remote vendor support

DNS Security  Identity Firewall Intrusion Flow Threat Anti- TrustSec Posture  Client-Based Identity
Prevention Analytics  Intelligence

Malware Assessment  Security

Guest : ; : Website
Secure web access for guests: Guest accessing the Internet for comparative shopping

Threat Anti- TrustSec
Malware

DNS Security  Wireless Wireless Firewall Intrusion Flow

Intrusion Rogue Prevention Analytics Intelligence
Prevention Detection

System (WIPS)
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 What makes SOC ineffective and working in it painful?

e Lack of skilled personnel

Lack of visibility into network traffic - I 69%
Lack of timely remediation N 63%
Too complex I 56%

* Yield too many false positives

Lack of skilled personnel - IR 54%
Yields too many false positives [ 49%

Other M 3%
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SOC T1El@TH

 What makes SOC ineffective and working in it painful?

e Lack of skilled personnel

Increasing workload causes burnout N 73%

Lack of visibility into the network and IT
infrastructure

o Yield tOO many false pOSitiveS Being on call 24/7/365 I 71%

Too many alerts to chase Y. 69%

T 72%

Inability to recruit and retain expert personnel e 68%

* Lack of visibility into the network and IT rlomten ! | —

Inability to prioritize threats IS 60%

i n fraSt ru Ct u re Inability to capture actionable intelligence NN 55%

Lack of resources NN 53%
Losing to adversaries N 51%

® IncreaSing WOrKIOad Causes burnOUt Complexity and chaos in the SOC IS 49%

Other B 2%

0% 10% 20% 30% 40% 50% 60% 70% 80%

oo many alerts to chase
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Lack of skilled personnel
* Yield too many false positives

* Lack of visibility into the network and IT
infrastructure

* Increasing workload causes burnout

oo many alerts to chase
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SOC T1El@TH

 What makes SOC ineffective and working in it painful?
e Lack of professionals that can lead and prioritize alerts / threats

* Lack of proactive threat hunting that can correlate events and reduce
false positives
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SOC T1El@TH

What makes SOC ineffective and working in it painful?
e Lack of professionals that can lead and prioritize alerts / threats

* Lack of proactive threat hunting that can correlate events and reduce
false positives

Let human do humane things
Let machines do the routine jobs

Let’s play a win-win game between human beings and machines

65
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 What makes SOC ineffective and working in it painful?
. lack of professionals that can lead and prioritize alerts / threats
. lack of proactive threat hunting that can correlate events and

reduce false positives
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SOC L{EBdE

 What makes SOC ineffective and working in it painful?
. lack of professionals that can lead and prioritize alerts / threats

* Recruit professionals and treat them well, or train the members

. lack of proactive threat hunting that can correlate events and
reduce false positives

6/



Recruit professionals / Train the members

e Skilled personnel are also valuable properties
* A Tier 2 Analyst often requires such professional skill set
 Review trouble tickets

* | everage asset management and threat intelligence to identify
affected systems and the scope of the attack

 Determine and direct remediation and recovery efforts



SOC L{EBdE

 What makes SOC ineffective and working in it painful?
. lack of professionals that can lead and prioritize alerts / threats
* Recruit professionals and treat them well, or train the members
 Hold internal / cross-department technical meeting

. lack of proactive threat hunting that can correlate events and
reduce false positives

69



Internal / cross-department technical meeting

e Share sharp technigques or findings
* Give advises on approaches or methodology

e Know better on others work
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 What makes SOC ineffective and working in it painful?
. lack of professionals that can lead and prioritize alerts / threats
* Recruit professionals and treat them well, or train the members
 Hold internal / cross-department technical meeting

. lack of proactive threat hunting that can correlate events and
reduce false positives

e Participate and engage in the Threat Intelligence community

71



Engage In the Threat Intelligence community

 FIRST - Forum of Incident Response and Security Teams
 APCERT - Asia Pacific Computer Emergency Response Team

* G-ISAC - Government Information Sharing and Analysis Center

T BRI

Center for
Cybersecurity

ABOUT US >

- Cybersecurity Partnerships: A New Era
of Public—Private Collaboration

ACADEMIC LIFE > Judith H. Germano

LATHAM & WATKINS AWARD IN It is generally understood that the public and private sectors need to collaborate to address the nation’s cybersecurity
TECHNOEQGY AND LAW challenges, yet there remain significant questions regarding the circumstances, nature, and scope of those
relationships. Legal, strategic, and pragmatic obstacles often impede effective public—-private sector cooperation, which

RESEARCH >

are compounded by regulatory and civil liability risks. Different government agencies have competing roles and
interests, with the government serving dual roles as both partner and enforcer, influencing how companies facing
cyberthreats view public authority. These domestic cybersecurity challenges are complicated further by crossborder
issues, including inconsistent laws and perspectives regarding, in particular, privacy norms and restrictions, data
transferability, and divergent political interests in combatting cyberthreats.

INDEX OF CYBER SECURITY




Engage In the Threat Intelligence community

e Squid’s static buffer overflow

* Google Chrome: CVE-2019-13720 & CVE-2019-13721
e BlueKeep: CVE-2019-0708

 Emotet & MegaCortex

 Globelmposter



Misguided Threat Intelligence

 Can lead to problems
e Verity with multiple sources

e (Call out vendors



SOC L{EBdE

 What makes SOC ineffective and working in it painful?
. lack of professionals that can lead and prioritize alerts / threats
* Recruit professionals and treat them well, or train the members
 Hold internal / cross-department technical meeting

. lack of proactive threat hunting that can correlate events and
reduce false positives

e Participate and engage in the Threat Intelligence community

* Deploy MDR / EDR with MSSP or SOAR with playbooks

7



Context matters

 Even DARPA points out “It’s very difficult to detect cyber threats across large
enterprise networks”

* Not to mention “the variability of malicious activities”

» Challenges

* Naive anomaly detection
= Voluminous results

Absent context

» Fixed signatures are not flexible

* New approach
» Semantic feature space
* Dimensionality reduction
* Visual intuition
* Smart Ul design

@D Al COLLOQUIUM
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 What we need is a “Adaptive Security Architecture”



Context matters

 Even DARPA points out “It’s very difficult to detect cyber threats across large
enterprise networks”

* Not to mention “the variability of malicious activities”
 What we need is a “Adaptive Security Architecture”
e Traditional “prevent and detect” approaches are inadequate due to
* Increasing adoption of cloud-based systems

* Open application programming interfaces (APIs)



Context matters

 Even DARPA points out “It’s very difficult to detect cyber threats across large
enterprise networks”

* Not to mention “the variability of malicious activities”
 What we need is a “Adaptive Security Architecture”
e Traditional “prevent and detect” approaches are inadequate due to
* Increasing adoption of cloud-based systems
* Open application programming interfaces (APIs)

 The network perimeter is gone (or extended and now exists everywhere)
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The Gartner Continuous Adaptive Risk and Trust Assessment



CARTA

Continuous Adaptive Risk/Trust Assessment

Business Threat
Regulations Frameworks Requirements Intel

=0 RUSK S (g RS
Appetite

=
Create/Adjust Polic

Guardrail | Guardrail
Remedé?;ﬁ C ART A .%issfss
Desired Desired
Security Security

Posture _ Posture
Create/Adjust Control

Risk

Assess Risk Assess Risk

Intended /\ /-\ Actual

Security CARTA CARTA Security
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Remediate Risk Remediate Risk




CARTA
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CARTA

1. ZEROQO TRUST NETWORK
2. THREAT HUNTING

5. SECURITY ORCHESTRATION
AUTOMATION & RESPONSE
- CONTINUOUS ADAPTIVE RISK AND
" TRUST ASSESSMENT
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SOAR

Do | Need a SIEM if | Have SOAR?
* |t depends on what you mean “SIEM”

e Short answer is “Not necessarily”, if SIEM is only for log repository

Convergence of SOAR Types

Security Operations, Analytics
and Reporting Stack

« SOC Optmuzation

* Throat Monfonng
and R("ifﬁ_’)(‘x'.c’_v

* Threat Inveshgabon
and Hunting

* Throat Intelligence

Managomoent

SOAR=SIR+SOA+TUVM SOAR=SOA+SIR+TIP

2017




Closing Remarks

 The defense line has been pulled back to the end points again due to
undetected attacks and the imbalance between defender and attacker

e [t was end-point at first (AV), then went to the front line (Firewall /
WAF/ IPS), and moved back to the end-point again

 Besides that, Zero Trust Network has become more and more important

 Web / Browser Isolation, VDI

« CDR/ URL replacement



There’s no killer products

Only the products fit the company, the environments, the teams
which make them “good”

89



You have to

 Make sure you really need the products
e Give them a UAT to PoC
 Aggressive detecting capability
 Lockheed Martin Cyber Kill Chain / MITRE ATT&CK Evaluations
. Assessments
* Adaptive response capabillity

« SOAR

e Containers / Kubernetes / Microservices
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Thank you &

Question?

GOT QUESTIONS! EU}(E@E
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