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Before the Presentation
This Is a trend discussion.
No deep technical issues.

It’'s about new security model.

Not technology.



AGENDA
Cloud Computing

IN

Security World



AGENDA

Vendors are to adopt this

Are bad guys ?
(o] @)



AGENDA

and ...
What about

Bad guys



What is the Cloud Computing?




What is Cloud Computing?

(Software as a Service)
Service

Client



Cloud Computing (SaaS)

Move applications, storages, ...
To Cloud Servers.

Client becomes simple.



Cloud Computing (SaaS)

Still no idea?

Google web applications

Amazon EC2/S3/Simple DB



Cloud Computing (SaaS)

No hardware issues,
No software update,
No storage problem, and

You can use it wherever you are.



Cloud Computing (SaaS)

This model Is amazing, and
really changed our life.

But you may already know,
hackers are always ahead of us.

They knows cloud computing very
long time ago.



How It works?

Scenario 1

i~ Cloud Computing
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How It works?

Scenario 2
g i~ Cloud Computing
SHESEE PISSTET




g John #
P )
/
/Sh d W I % a

B Grld Cc‘)mpdtlng

'] IR v
v v

\ L~ e

L 4
L 4




How It works?

Scenario 3
g i~ Cloud Computing
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MD5 Rainbow Table
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Dark Cloud

Malware Is software,
software I1s moving to the cloud,
therefore,



Dark Cloud

as a Service

MaaS



Dark Cloud — Profit Driven

Criminals have adopted the
new model too, and are
offering
as a service”
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ark Cloud

Cybercrime is now about
making
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CaaS

A few years ago they started
selling e-mall addresses,
credit-card numbers and other
personal information.



CaaS

More recently they have taken
to setting up and then
out

CaaS bhusiness model.



CaaS

The operator of the CaaS
provides



CaaS

That can be activated remotely to

a website with bogus
requests (DDoS)

send
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CaaS

That can be activated remotely to

grab PC owners’
, Or

steal



So ...

What do security venders do

against such
?



Secure Cloud — Anti-Spam



Secure Cloud — Antl-Spam

Anti-spam adopted cloud model
long time ago.

RBL, Spamhaus, SORBS,
DSBL, and ...



Secure Cloud — Antl-Spam

Mail Hosted Service (in the cloud)

Google Postini, Trend Micro
IMHS, and many others



Postini Approach

®-6 o
: Postini

SMTP Inbound

Email
Legitimate :
Email Security

= 90% Spam
Email

Compliance

Enterprise

Mail Server Message ¢ 10% Legitimate Email
Archiving

Message 1 Outbound
Encryption

"

r : Legitimate
Instant Message Instant Message Instant Message Instant Message
+ . P Security . —
= 4 Legitimate
Web Web Web

; Security

Firewall

Postini advantages

1. Hosted solution stops unwanted internet traffic

2. Universal policy management for email, instant message, and web
3. Integrated encryption, compliance, and archiving

4. Built in scale and reliability

5. Easy to manage and use




Secure Cloud — Antl-Spam

Problems:

The growing usage of
and has also made
blacklists much less effective
In blocking emaill.



Secure Cloud — URL Filtering



Real-time query for
URL/Domain Name reputation

Black listed model

Problems?



E IWSYA 3.1 Beta Event (IWSYA-TAIWAN) - Windows Internet Explorer [Z]lﬁl

(; o | hitpidhweww hitcon.org/hit2008 Wit X P

Grf | @S IWSVA 3.1 Beta Event (IWSVA-TAIWAN) , b o~ |PEBEE - G TREO) -

TWSVA 3.1 Beta Event WSVA-TATWAN) ~

IWSWVA 3.1 Alert

UEL Blocked

The LIRL thatyou are atternpting to access is a potential security risk. Trend Micro MYSWA has
bilocked this LIEL in keeping with network security policy.

LIRL: bittp et Ritcon.orglfhit2 003
Categorny: Block Rule: Weh Reputation - Wery Lo

LAt g €D Internet + 100% -




Web Search Results:

Search Results

Website www, hitcon. org
—ategory Spyuware

Thiz web site is known to Trend Micro to be a

Reputation o olicious web site.




Secunty Tracker . com Archives - Microsoft Excel STYLE Eecord Bug ...

4 Jul 2006 ... Excel 2000/xPL2003 Style Oday POC POC http:fewaw. hitcon. org/MNanika. x[s
Description: A wulnerability has been discovered in Microsoft Excel, ...

whntwy. Securitytracker. comAd? 1016430 - 18k - Cached - Similar pages - MNote this

SecUntyFocUs

3 Jul 2006 ... nanika chroot org. Excel 2000/X%P20035 Style Oday POC POC

http: ffweeew hitcon. org/Nanika. x|z Description: A vulnerability has been discovered ...
whntwy. securtyfocus comfarchive/T/archive/1/43859031 000 hreaded - 10k -

Cached - Similar pages - Note this

SecUntyFocus

o Jul 2006 .. efile:file:file-file:file:file:file:file:file:file:-file:file:file:file: Attachment: http:/fhitcon. org
‘Nanika-desktop explare Oday.rar ...

weniy, securtyfocus. comifarchive/ 14239153 - 11k - Cached - Similar pages - Mote this

Pore results from wwaaw, securityfocus. com »

SecuntyReason - Windows Explorer UEL File format overflow
http:/fhitcon. org/Manika-desktop _explore_Oday.rar you can drop in desktop P
http:/fhitcon. org hitp:fAaeew. chroot. arg. Feedback : ...

securityreason. comisecurityalert/ 1186 - 23k - Cached - Similar pages - Mote this

Fe Windows Explorer UEL File format overflow

On S Jul 2006 05:53:52 -0000, nanikai@:oooooonoo <nanika@oooonoooac wrote: .
Attachment: http:/Yhitcon.org/Nanika-desktop _explore Oday.rar you can drop in ...
archive.cert.uni-stuttgart. de/bugtrag/ 200607 /megld0129 html - 7k -

Cached - Similar pages - Note this




Type a website in the field below to:

e Check its reputation ranking/score
« Submit feedback about a certain wehsite

Complete website®;

Dnly HTTP and HTTRS are supported. (e.qg.,
hitp: /fwowew trendmicro.com)

{ Check Weh Site H Submit Feedback ]




3 Reported Attack Site! - Mozilla Firefox

File Edit ‘jew History  Bookmarks Tools  Help

0 C TR NI —

ﬁ Reported Attack Site!
"4

This web site at bticefish.org has been reported as an attack site and has
been blocked basad on your security preferences,

Attack sites try foinstall programs that steal private information, use your
cornputer to attack others, or darmage your systern,

Some attack sites intentionally distribute harmful software, but many are
cormpramised without the knowledge or permission of their owners,

iaek me ouk of here! Why was this site blocked?

Ignore this waming

it

Done &

OCH



& Malware Warning - Mozilla Firefox

File Edit Wiew  Histary  Bookmarks  Toaols  Help
c "B [ & | htp:vovow, google, comyinterstitial?url=http: | /bt.icefish.org) - E|

Google v| |G| search = &0 U7 Bookmarks - TAERER 13T qrancate < Y

Warning - visiting this web site may harm your computer!

Suggestions:

e Return to the previous pade and pick another result.
¢ Try another search to find what you're looking for.

Oryol can continue to httpedbticefish.orgd at your own risk. For detailed information about
the problems we found, visit Google's Safe Browsing diagnostic page for this site.

For more information about how to protect yourself from harmful software online, you can
wisit StopBadware org.

If you are the owner of this web site, you can request a review of your site using Google's
Viebmaster Tools. Maore information about the review process is available in Google's
Viebmaster Help Center.

Advisory provided by { y O =8[L‘

Done e




McAfee SiteAdvisor

HOME Doy P L ZoA D AMALYSIS SURPPORT BLiCnE

We test the Web to help keep you safe

from spyware, spam, viruses and
online scams.

McAfee VirusScan Plus
@ Antivirus, Firewall, AntiSpynware.
Downlogd Mow & Sawve 50%!

AROUT LS

Site Advisor’s safefy ratings
- help you stay safe online

Download SiteAdvisor now
> LT




Secure Cloud — Antivirus



Secure Cloud — Antivirus

Wait! What??



Secure Cloud — Antivirus

Antivirus vendors are facing very big challenges.

AV industry in 1998

Image Copyright: IKARUS Security Software GmbH



Secure Cloud — Antivirus

Panda Security
TruPrevent - Collective
Intelligence 2007

FROM TRADITIONAL

ANTIVIRUS
TO COLLECTIVE

INTELLIGENCE

PANDA'S TECHNOLOGY EVOLUTION

UHP{ by Pa dR rch
COIT

research.pandasoftwa



Secure Cloud — Antivirus

TruPrevent - Collective
Intelligence

Benefiting from “community” knowledge to
proactively protect others.

Automating and enhancing malware collection,
classification and remediation.

Gaining knowledge on techniques to improve
existing technologies.

Deploying new generation of security services



McAfee Artemis

McAfee Avert® Labs Artemis

What is Artemis?

Project “Arternis” will enable Mcoafee to provide our customers using windows-based Mcafee anti-virus products with the

most up-to-date detections for certain malware, Artemis will be looking for suspicious |:|rm:|r:|r| and dlls running on
Windows endpoints protected by Mcafee products, including Mirus=can Enterprise, To = S, and MirusScan, Wwhen
suspicious programs are found, Hr‘h-'rlll_' will send a request to a central |:|:|1':||:|:|__ Ser :d by Mcafee Avert Labs,

The database server is n:'|r|1'|r|u:|||-- updated by the McAfee Avert Labs Research teams whenever new malware is found.

When the database receives the request from Artermis enabled end-point, it will determine if this program is malicious
and will respond.




Secure Cloud — Antivirus

McAfee Artemis

Provide customers with the most up-to-date
detections for certain malware.

Looking for suspicious programs and dlls

Send a request to a central database server
nosted by McAfee Avert Labs

Server will determine if this program is malicious
and will respond



AntH—Virus Comparative

|
Technology Preview Report
McAfee Artemis

Date: February 2008

Last revision: 3™ June 2008



Mcifee | McAfee
McAfee VirusScan+ McAfee VirusScan+
120176 120176

P 5 P -

Engl sighature version 52002160 f 5222 022002160 F 5222

Number of virds records 37817 371 817

Y with Artemis 0

cript viruses 14 - ¢ : 5 90.0%
99.9%

99,5%
98.9%

[ m

other malware 1

TOTAL 1.683.364




Secure Cloud — Antivirus

Trend Micro
File Reputation Service
and
Smart Protection Network
June, 2008



Secure Cloud — Antivirus

Threat Protection Databases Threat Protection Databases

Multi-Threat
Correlation

Slowly Rapidly
Patterns Changing . Reputation |Changing | >5,000 : ) ,
<50 Per Day Patterns | Per Day Reputation | Traffic
v E v i v
| - - ™ | ~ - . 1 . - .

o



Secure Cloud — Antivirus



Secure Cloud — Antivirus

Trend Micro FRS

Minimal endpoint pattern updates.

Significantly reduce endpoint memory
consumption

Protect in real time

Reduce the need for pattern updates



reapciaOny
FERSE

Trend Micro Smart Protection Network .
Security Made Smarter

Threat Collection

+ Customers
+ Parthers
+ TrendLabs Research,

Service & Support
« Samples =
=
« Web Crawling
« Feedback Loops

« Submissi
« Behavioral Analysis

I I8

Lp "I
I

Threat Analysis
TrendLabs &

Malware Database
Trand.abs A‘__,._
o o

Threat Feeds
(Email, Web, File)

« Honeypots —

Multi-Vector SaaS/Managed

Correlation
(il Cloud'P
Feedback Loops ' :

Of Network 4 I T !

—— =

' Internal Use Onlv v B/09/2002 111 heon. aaps_ o S888



Secure Cloud - Benefits

Effectiveness
Flexibility
Ease of Deployment and Use
No admin and setup overhead
Low total cost of Ownership

Scalablility and Reliabllity



Secure Cloud - Benefits

It hopes the shift In
architecture will help to speed
ItS
and

of end users' PCs.



Secure Cloud — Challenge -
Technical

Must be

Stable and
Internet Connected



Secure Cloud — Challenge -
Technical

DNS becomes very critical.
DNS hijacking risks.

DNS must be stable as well.



Secure Cloud — Challenge -

Technical
Antivirus ‘Iin the cloud’ problems

Easier to be bypassed?
(Cache attack)

It Is still pattern based scanning.
(against dark cloud packer)

http://meatchicken.com/packer.pl?file=trojan.exe

Overestimated forensics engine



Secure Cloud — Challenge -
Technical

Are they all “hacker safe” ;-)
It makes total sense but they
don’t mention what will happen if
they get hacked

What you send Is not what Is
received?

Cloud becomes critical.
(once hacked, all hacked.)



Secure Cloud — Challenge —
non Technical

Privacy Issue.

When someone else hosts and processes
your data, how can you tell if it Is "secure?"

If you haven’t noticed yet, everything Is
pushed into the cloud, not only your social
life but your personal data and now even

your health records thanks to Google.



Secure Cloud — Challenge —
non Technical

Cost

the cost of shifting away form
their existing deployment.



Secure Cloud — Challenge —
non Technical

Enterprise Concerns
IT against.

New model introduced new
vulnerabilities.

Billing model changed.



Secure Cloud — Challenge

SaasS Infrastructures are
definitely more attractive to

attackers. :)



Secure Cloud — Challenge

Are you cloud services used
by normal user or bad guys?

Leverage existing cloud
services

(Hacking - power by Google
cpu/bandwidth/...)



Discussion



Discussion

White list
&

Black list



Discussion

Behavior / heuristic analysis
VS

Signature based protection



Discussion
IS It just a

filtering model.

No, the most valuable thing Is



Discussion

technology with
behavioral analysis.

Feedback loops contributing



Conclusion

It Is still worth to try for
security vendors

(as well as for hackers)



Behind the Cloud

Who is watching you?
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